MpunoxeHue 3 K YcnoBnsiMm npefocTaBneHus
MAO KB «LleHTp-uHBECT» yCnyru
«[ductaHunoHHoe 6aHKoBCKOE 0BCNyXMBaHNE»

PekomeHaaumm no obecneyeHnto MH(POpPMaLMOHHON 6e30MacHOCTU B cUCTeMe
AUCTaHLMOHHOro 6aHKOBCKOro o6cnyXXnBaHus

KnueHT B nonHom obObeme HeceT OTBETCTBEHHOCTb 3a WHMOPMAaLMOHHY ©Ge3onacHoCcTb U
coxpaHHoCTb obopyanoBaHusa (APM knueHTa), ¢ KOTOporo ocyuiectengaetcs goctyn k COBO, a Takke 3a
obecneyeHne JOCTYNa K KMoYeBbIM HOCUMTENSIM Kpyra AOBEPEHHbIX Nuu, obnagatowmx npasom Ar1.

- KnueHT 06sa3yeTca He gonyckaTb 3arpysKy Ha ycmpoulcmee ucrnosb3yemom 0risi pabomsi ¢ CAB0
PEe3NOEHTHbIX UMW MHbIX NPOrpaMM, AOMYCKaOLWMX HECAHKLMOHUPOBAHHLIMA AOCTYN K YCTPOMCTBaM
HakonneHus uHdopmaumm n ycTponctsam BBoAa/BbiBoga M (MrM) cnocobHbIX BMeLIBATLCA B
paboty COBO.

- KnwneHt 06s3yetcs obecneuntb MHPOPMALMOHHYIO Be30nacHOCTb ycmpolicmea Ucronb3yemMoz20
Ona pabomel ¢ CABO, Bknyaa OTCYTCTBUME Ha OOOPYAOBaHUM C KOTOPOrO OCYLLECTBISieTCH
NCMNONb30BaHNA CUCTEMbI DaHK-KMMEHT KOMMbIOTEPHBIX BUPYCOB, “TPOSIHCKMX MPOrpaMm” M UHOro
BPEOOHOCHOIo MPOrpaMMHOro obecnevyeHus.

- KnneHT HeceT OTBETCTBEHHOCTb 3a PEXMM AO0CTYNa K ycmpoulcmea ucrnosb3yemozo 0nsi pabomsi ¢
C/BO, coxpaHHOCTb M KOHUAEHUNANbHOCTb OTYYXXAAeMOro HoOCUTENEeN KIo4eBo nHdopmMaumu,
PEKBM3MTOB AOCTYyNna W ApYrMx CpeacTe 3awuTbl MHOpMauum ucrnonb3yemblx npu paboTte ¢
COBO.

BaHk cuuMTaeT HeobxoaumbiM cobnofeHne KnveHTamy cnegylowero Komniekca Mep no 3awmre
WHopMaLnn:

1. O6ecneyeHne 6e30MacCHOCTU KOMMbIOTEpPA, C UCNOSIL3OBaHUEM KOTOPOro OCYyLLeCTBNSAeTCA
pabota B cucteme ABO:

e YcmaHasnueatlime, ucrnonb3ytime u pe2yrnspHO 06HO8AUME MOsibKO TUUEH3UOHHOE po2paMmMHOe
obecrieyeHue, a Takke cBobogHoe nporpaMMHoe obecneveHne nogaepxvsaemoe paspaborTynkamm
nnm coobLecTBoM. 3TO NO3BOMMUT CHU3UTb PUCK UCMONb30BaHME YA3BUMOCTEN 3IT0YMbILLIIEHHMKAMMN.

e YcmaHosume u peayrisipHO 0bHoesAlme aHTMBMpYCHOe nNporpaMmmHoe obecrneyveHue. Npu Bbibope
pekomMeHayeTcsi oTAaBaTh npeanoYTeHne KOMMNIEKCHbIM peLleHmsM (CodepkallmMmM B CBOeM cocTaBe
nepcoHarnbHbIi BpaHaMayap, MOAYINM MOMCKa LUMMOHCKMX KOMIOHEHT, a Takke 3aLuThbl 3N1eKTPOHHOMN
noyThl) BeOYyLLMX pa3paboT4MKOB aHTMBMPYCHOMO NporpaMMHOro obecneyenms. OTo NO3BONUT CHU3NUTb
pUCK OEeNCTBMSA BPEAOHOCHbIX MPOrpamMm.

o (CBoespeMeHHO ycmaHassugalime 0OHO8/1eHUsT orliepayUoOHHOU cucmeMbl C80€20 KOMIMbomepa,
pekoMeHayeMble KOMMaHWEN-MPON3BOAUTENEM B LIENAX YCTPAHEHUS BbISIBIIEHHBIX B HEM
ys13BUMOCTEN. PerynsipHo BbINONHANTE 0GHOBNEHMS (NaTymn) onepaunoHHO cucTemsl 1 bpaysepa
Baluero komnbtoTepa, YTo 3Ha4YMTENbHO MOBLICUT €ro YpoBeHb 6e30MacHOCTY.

e YcmaHosume u Hacmpolme rnepcoHarnbHbIlU 6paHOmayap (firewall) Ha Bawem komnbromepe unu
ucrnonb3ylime KOMIIEKCHOEe aHMUBUPYCHOE peweHue codepxauwee bpaHOmayap 8 ceoemM cocmaee.
9710 No3BonuUT Bam CHU3WNTb PUCK HECAHKLIMOHUPOBAHHOMO yaaneHHoro goctyna kK Bawemy
KoMnbloTepy 13 cetn NIHTepHeT 1 Baluen nokanbHOM ceTu ¢ UCNONb30BaHNEM yAarneHHOro
ynpaBreHnsi KOMMbIOTEPOM Y TEPMUHANBLHOIO JoCTyNa. [JoNOMHUTENBHO MOXHO HAaCTPOUTb
6paHamayap Ha JocTyn Tonbko no agpecam cuctembl ABO (https:/dbo.centrinvest.ru).

e He ycmaHaenusatime u He npumMeHsiime Ha ycmpoticmae, ucrnosb3yemom 05 pabomsi ¢ CA60
nporpaMmmHoe obecrnedeHne nony4eHHoe N3 COMHUTENbHbLIX UCTOYHUKOB.

o MuHumu3upytme Konu4ecmeo Ucrosib3yemMbix 6pay3epHbIX rniazuHo8 Ha ycmpoulicmee Ucronb3yeMom
0ns1 pabomsi ¢ CABO, a Takke BHUMATENbHO OTHOCUTECH K UCTOYHMKAM UX YCTaHOBKM.

o B obssarenbHOM nopsigke cnegyet oTKNoYaTb ABTO3anyck B onepauuoHHon cucteme (ans OS
Windows: «[MaHenb ynpaBneHusi» -> « ADIMUHUCTpUpPOBaHMe» -> «Cnyx0bbl»; HE0OX0AMMO HalkTK B
3aknagke «PacwmpeHHbiny cnyx6y «OnpegeneHvne “obopyaoBaHms 060M0YKM» N YCTaHOBUTL
«OTKITIO4EHOY).

e Ucknodume rioceujeHue ¢ ycmpolicmea, ucnornb3yemoao 0ns pabomsi ¢ CABO, catimos
COMHUMesIbHO20 codepxxaHusi U nitobbix Opyaux MIHmepHem-pecypcos (coumarnbHblie ceTu, hopymbl,
yaTbl, TenedOHHbIE CEPBUCHI U T.A4.), @ TAKKE YTEHWE NOYTbI M OTKPLITUE MOYTOBLIX 4OKYMEHTOB OT
HeJOCTOBEPHbIX MCTOYHUKOB. Vcronb3o8aHue ycmpolicmaa ucronb3yemozo dnsi pabomsi ¢ CA60
0nss uHmepHem-cepghuHaa, a makxe pabomsl ¢ 3I€KMPOHHOU MOYMOU CyLEeCTBEHHO NOBbIWaeT
pucku ncnonb3oBaHns cuctemol COBO.



https://dbo.centrinvest.ru/

Kameezopuydecku He pekomeHOyemcsi pabomame ¢ cucmemou [J50 ¢ komrnbiomepos, He
3acnyxusarouwjux dogepusi (MHTepHeT-kade), T.K. 9TO CYLLECTBEHHO YBENNYNBAET PUCK XULLIEHUS
Bawwnx nepcoHanbHbIX AaHHbIX.

PeaynspHo koHmponupylime cocmosiHue c8oUX CHemMo8 U He3aMeanuTensHo coobLlanTe
coTpyaHvkam baHka 060 Bcex nogo3puTeNbHbIX UM HECAHKLMOHMPOBAHHbLIX ONepauusix.

Ha kommnbromepe He pekomeHAyemcs ycmaHasiugams UHOe rpozpamMMHoe obecriedeHue, Kpome
Heobxogumoro ans paboTel B cucteme 16O. PekomeHnayeTcs ucnonb3oBaTb AN paboTtbl ¢ baHkom
BblAENEHHbIN KOMMbIOTEP.

lpasa nonb3osamersi, pabomaroujezo ¢ cucmemol b0, Ha daHHOM KoMribiomepe Q0/KHbI Obimb
MUHUMabHO HEO6X0OUMbIMU (Hanuyue nNpas agMUHUCTPaToOpa HeXxenaTerneHo).

KnueHT gormkeH uckniovaTb YCTaHOBKY Ha ycmpoticmeae ucrionb3yemom 0ris pabomsi ¢ CAB0
nporpaMmmamu u/munu cepBMCOB yaaneHHoro Aoctyna un (Unv) agMUHUCTPUPOBAHUS U HE NPUBEKANTb
Ons agMUHUCTPUPOBaHMA 1 obenyxmnBaHusa komnbtotepa ¢ cuctemon 6O TexHnyecknx cneymanmctos
Ha ycrnoBusX NpeaocTaBneHnst UM yaaneHHoro AocTyna K yCTPOUCTBY.

Mpn HaNMuUMM TEXHNYECKON BO3MOXHOCTY (€cnu Bbl paboTaeTe CTaluUMOHApPHO U UMeeTe CTaTu4eCcKui
IP-agpec), orpaHnybTe goctyn B CIBO no IP agpecy n MAC-agpecy, nepeaaB B 6aHK 3asiBNeHne
npuBegeHHoe B NpunoxeHumn 11,

CobnrogeHue npaBun 6e3onacHOCTU Npu paboTe ¢ KNYeBbLIMU HOCUTENSIMU:

XpaHume K/ir4u moJsibKo Ha cbeMHOM(omyyxdaemom) Hocumere. 10 BO3MOXHOCTU UCMONb3ynTe
CbeMHble 3aLMLleHHbIe HocuTenu uHpopmaumm nnn CK3UM ¢ HemssnekaembiMu kntovamu. XpaHeHue
KMoYeBbIX HOCUTENeW AOMKHO BbiTb OPraHM30BaHO B MECTE, HEAOCTYMHOM OS99 MOCTOPOHHUX NNLL.
YcTaHOBKa KMNoYeBbIX HOCUTENEN Ha paboyee MecTo JOMYCKaeTCs TONbKO HEMOCPEACTBEHHO Ha
BpeMs paboTbl ¢ cuctemon OBO.

BAXHO: I1ocre okonuanus cearca pabomut ¢ cucmeme PO cvemmubill KIH0Ue80U HOCUMENb 00IHCEeH Dblmb
He3aMeO0NUMenbHO U361e4er U3 KOMnbiomepa/

KntoyeBor HocuTernb He JOJMKEH ObITb JOCTYMNEH MO CETU, XPAHUTBLCA U (UNIN) NPUMEHATLCS B Ka4ecTBe
ceTeBOro pecypca. [lonyckaeTcs TONbKO NoKanbHOe NPMMEHEHNe KIYeBOro HOCUTENS Ha YCTPOWCTBE,
ncnonbdyemom ans pabotsl B CABO. MNogknioyeHne oT4yKagaemMmoro HoCUTens KrnoyYeson nHdopmMaumm
Mo NOKanbHOW CeTN He JoMnycKaeTcs.

"eHepaumio kntoyen Ol oCcyLLECTBASANTE NTIMYHO C 3anUCbio KNIOYEBON MHOPMALMM HA CbEeMHbIN
HocuTenb. He gonyckanTe KONMPOBaHMS CreHepupoBaHHbIX Kntover Al.

lNocne okoHyaHus pabomsi 8 cucmeme [JBO obsi3amesnibHO KOpPEKMHO 3agepuiume pabomy
(BbIiamnTe M3 cuctembl JBO ¢ ncnonb3oBaHMeM KHOMKN «Bbixoa») n/vnu 3akponte Mcnonb3yembln Ans
pabotbl ¢ B0 6paysep.

BAXHO: Uzenekume u3 Komrbromepa CbeMHbIU Krio4esol Hocumersb!

lMpouszeodume 3ameHy knroveli 31 0o ucmeyeHus cpoka ux delicmeausi. Kpome Toro, nposoaute
3ameHy krtodert Al BO BCeX Criydasix YBONbHEHUS U/UMWM CMEHBI MWL, UMEILLUX JOCTYMN K CUCTEME
OBO, a Takke pykoBoauTenei ¢ npaBomM NoAN1CU JOBEPEHHOCTEN Ha nonyveHue knoden 3, u B
crnyyae Nogo3peHnii Ha NX KOMNPOMeTaLMIo.

CobniogeHune npaBun 6e3onacHOCTU NPy UCMOMb30BaHMN cpeacTB AoCcTyna
(norvHoB/naponen):

NorvHbl n naponu ana pabotel B cucteme B0 — ato Bawa nepcoHanbHas (yvyeTHas)
KOHpmaeHumnaneHast Hopmaumsi. H1 npm kakmx o6CTosATENBCTBAX HE pacKpbiBaNTE CBOW FIOTWH U
naposib HUKOMY, BKMoYasi cCoTpyaHukoB baHka. Mpu obpaleHun oT umeHn baHka no TenedoHy,
3NEKTPOHHOWM no4Te, Yepe3 SMS nuu ¢ npocbbamMm coobLLMTL KOHMUAEHLMANbHY UHopMaLnio
(naponu, KogoBble CroBa, U T.4.) HY NPY Kakux 06CTOATENbCTBAX He crieayeT coobLiaTh AaHHYO
MHdopMaLnIo.

He coxpaHsiiiTe Ball norvH 1 naponb B TEKCTOBLIX hainax Ha KomnbloTepe NMbo Ha opyrnx
3MNEKTPOHHbBIX HOCMTENSIX MHAOPMaLUn, T.K. MPU 3TOM CYLLLECTBYET PUCK €ro Kpaxku 1 KOMNpomeTaLum.
He ucnonb3ynte mexaHu3mbl COXpaHeHus naponen B 6pay3sepax v (Mnv) nporpaMmmHble NPOSYKTbI
(cepBuChl) MO MEHEMKMEHTY Naponemn Ans y4eTHbIX AaHHbIX cuctembl COBO.

BbinonHeHne npaBun 6esonacHocTu nNpu paéote B cucteme AB0:

B cnyyae cboes 8 pabome KoMmribromepa usiu e20 roJIoMKU 80 epemMsi pabomsi 8 cucmeme B0 unu
cpa3sy nocne ceaHca (Npobnembl C 3arpy3koin onepaumoHHON CUCTEMbI, BbIXO U3 CTPOSI )KECTKOIO
aucka, n 1.n.), cnedyem HEMELJIEHHO u3eneys kno4du 3l u 8biKIYUMb KOMILIOMED, & makxe



obpamumnbcs 8 baHk n ybeantbcd, 4To OT Bawwero umeHn He NPou3BOOUNNCE HECAHKLNOHMPOBAHHbIE
onepauun (NyTéM CBEPKKU onepauunn 3a AeHb).

o Obpawalime sHuMaHue Ha Jirobbie UsMeHeHUs 8 npuebiYHbIX Os1s1 Bac npoueccax ycmaHoeneHusi
coeduHeHus ¢ cucmemoti [JB0 unu e pyHKkyuoHuUposaHuu cucmemsi [J50. INpu BOZHUKHOBEHMM
No6bIX COMHEHMI B NPaBUNbHOCTY YHKUMOHMPOBaHMs cuctembl B0 He3ameanuTeneHO obpaTnTech
B baHk.

e [lpn pabore c cuctemon [OBO (cepBuc «WMHTepHeT-KnueHT») ybeautecb, 4TO 3alUULLEHHOE
coeguHeHne no npotokony https ycTaHOBMEHO MMEHHO C oduuManbHbIM - CakTOM  YCIyru
(https://dbo.centrinvest.ru/) n NPOKOHTPONUPYNTE KOPPEKTHO NM yKasaH ero agpec. HactoatenbHo He
pekomMeHayeTCs NepexoAnTb Ha OaHHYK CTpaHuLUy Mo ceblnke ¢ HTepHeT-pecypcoB (3a NUCKYeHnem
odmumansHoro pecypca baHka www.centrinvest.ru) nnm nocTynUBLUMX MO 3NEKTPOHHON MOYTE MUCEM.
lMocne Bxoga Ha canT, neped Hadanom paboTbl, ybeauMTecb B KOPPEKTHOCTM cepTudukaTa
6e3onacHocTn baHka.

e B cny4yae nosiBneHus npegynpexaeHun bpaysepa o nepeHanpasneHun Bac Ha gpyron cant npu
noaknoyeHun k cucteme b0 baHka, OTNOXNUTE COBepLLEHME onepauunii u obpaTuTech B Cnyxoy
noaaepxku banka.

e B cny4ae yTpaTbl KNtOYEBOro HOCUTENS, YTPaTbl KMOYEN OT XpaHWUMMLLA B MOMEHT HaXOXAEHUS B HEM
KMNtoYeBOro HOCUTENS, a Takke B Criydyae BO3HUKHOBEHMWS CUTyaLMuK, CBA3AHHOW C BPEMEHHbIM
OOCTYNMOM MOCTOPOHHMX ML, K KITHOYEBOMY HOCUTENO MO0 B CBA3W C MOO3PEHUEM, HYTO TAKOW AOCTYnN
UMen MecTo, HeOOXOAMMO He3aMeanMTeNbHO 0bpaTUTbLCS B baHKk B CBA3M C KOMMpoMeTaLmen Krova
Orl. AHanoruyHble 4eNcTBMA cnegyeTt NpeanpuHNUMaTh B criydae KomnpoMeTaumm UMeHn
nonb3oeartens u napons CABO, nnbo ytpatel TAN-kapTbl unu OTP-TokeHa.

BHUMAHUE!

HezamednumensHoe obpauieHue 8 BaHk ¢ npedocmaesieHueM nonHol UHghopMayuu o
HecaHKUUOHUPOBaHHOM CriucaHuu OeHeXHbIX cpedcime Co cHemos MoXXem Mo380J1UMmb onepamueHoO
fpuocmaHo8UMb mpaH3akuuto U npedomepamums ¢hUHaHCo8bIe Momepul.
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